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0. 18 FGIITIE T ¢evvvereeeeeiet ettt ettt ettt ettt ettt s ettt s bRt s sttt b et bt et se s bt e e s s s e e 98
9,14 TEHILTE oottt a ettt ettt ettt et et et e s e s st et e st et e st eseneesenes 98
9.15 JH B TS ©.oieievetetiieieteeet ettt ettt ettt ettt ettt b st tes ettt s st s st ae s b et b et et st s es et e st se e e 98
9,16 HEF] ..ottt a et s et n ettt n et n e eaes 98
0.16.1 TEA A TEZRTE oottt ettt et a ettt bbb tne 98
9.16.2 MEFURETEZRTE oottt bbbttt es sttt s s sne 98
9.16.3 JTHIEZRTE .ottt bbbttt ettt ea sttt ettt sne 98
9.16.4 SEBIFITERIE (Fril 12 FH L OHMERIIED) oo e 98
0.16.5 AR FTHLTT 1ottt ettt b bt s bt b bt s et bt ne et s sese et s se e s s 99
0.17 ZDMLDZEIE ..ottt ettt b et s et st s bttt b et b st s b b et b s se e 99
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1. [XC&®IZ

H A SEAIAM SRR RRE AR (LLTF, AR CPS &IES, CPS: Certification Practice Statement)
13, AWEAEENEN BARFAEI S EE T2 TAREASRGIER] (LT, AFERER & RS, )
OEMABRLED DL HDTH D,

ARFRAER DA TS D IMAFFEE DOFAT 5 1 5 OFI NI BE T 2 BRI, TR R i k50 B PKIT
Al B MGEAERY ] (BT E) KO [Mr@EREEAL S PKIREER SEREH (N)
AEAERY ] (BATE) 1209,

(AR, [RfEEFREEA S PRI EGER FEERY 1 & [r@EFREE B PKIGERER R
fEA (N) RY ] #5658 THPKI-CP) &S, )

2%, A CPS IFLL FOCEITHAT L TR S L D,

IETF/RFC3647 Internet X.509 Public Key Infrastructure Certificate Policy and
Certification Practice Framework

ISO/IS 17090-1:2008 Health informatics - Public key infrastructure Part 1
Framework and overview

ISO/IS 17090-2:2008 Health informatics - Public key infrastructure Part 2 : Certificate
profile

ISO/IS 17090-3:2008 Health informatics - Public key infrastructure Part 3 : Policy

management of certification authority

F7o. KCPSIILUTOXEELZRT L,

IETF/RFC 4210 Internet X.509 Public Key Infrastructure Certificate Management
Protocol (CMP)
IETF/RFC 6712 Internet X.509 Public Key Infrastructure -- HTTP Transfer for the
Certificate Management Protocol (CMP)
IETF/RFC 6960 Internet X.509 Public Key Infrastructure Online Certificate Status
Protocol-OCSP
TETF/RFC 5280 Internet X.509 Public Key Infrastructure Certificate and Certificate
Revocation List(CRL) Profile
IETF/RFC 6818 Updates to the Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile
US FIPS140-2(Federal Information Processing Standard) : Security Requirements for
Cryptographic Modules (http://csrc.nist.gov/cryptval/)
JIS Q 27002:2014 : fEWMIIN — X =2 V7 s HiF—F@HRE X2V 7 4 FEHROEKOT=D
DR

BT BEARORIEEBICIET 215 CER 1245 A 31 A 1L 102 5. RAMEUE : F
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Ji% 26 4F 6 A 13 BIEAE 69 75)
BB L ORREES AT HIEEMATHRA] CER134E3 H 27T R HGE - IEHE - &
BIEEEDE 275, BAQWIE : Rk 2749 A 8 HIREAE - 1654 - RIFEEESE 15)
BB R ORAEERICRE T 2SS RERIEEFS ORE IR L8 (Fk 13 4
4H27TH BEE - IEHE - RIFEEEETE 2 5)

1.1 #E

ARFERIT, THARFEAE SR  HPKI %%ﬂﬂpmﬁﬁij J Y T HASEAAT 78GR/ HPKI
FREA (N .&EﬁiJ et L, HASEAIRT S ibwkﬂ“éiﬁlﬁﬂil%@%@%ﬁ% id
L CEL AARSEGIAE LT, %%%ﬁ%ikﬁ&)&o AL ARRGEEAE (LIF, 38
%&%ik@& ) EFRITTHLOTHS (LT, B4 M E & BRI E % X5 722 < 5
G TIMAFRERAE] LRSS, ) . ARGERARIT LB e EE, EAEE I L > TR
EENT [REEREAL T PRLGEER BAMEHERY v KO R EE R 5 PKI
AR RRREA (N) REBERY v 1SS & EA L Z ORISR VER B IES N — BB
SFbnd L EAHT S,

Flo, KRGEROEFIERHE (LLT, CARERF L FES) 13, AT @4 HPKIL L — FEGER
INDRAT S, ARFERITIMAZ FEREDRITEIT S,

1.2 XEDARIEHA
AKRF2 A NOLWE THAREAMSRIDERRR] 75, b, AERREIX. Tk
iRy S PKIERER B HGEERY o) KOY MR EEREE AL B PKI nuﬁft)% Eas
A ON) GEBERY v IZED b RAEEBIFE (Certificate Practice Statement, LA T CPS
LW 9) IR T D,
ARRF2 A MRO, BIEEBEE B TH D HARERMS K IMAE R EDOA 7 =7 K
T AL T OBY &5,

#1.2 A7V MBI

AR ERAVES/ 4 ERAVES/AN- VRS
ERN SRS Japan Pharmaceutical Association 1.2.392.200311
A A Bl 2> FERIE JPA Certification Authority (JPA CA) 1.2.392.200311.100.1
H ASERSFEREREM | JPA CA CPS 1.2.392.200311.100.1.1
%E*ﬂi
SR A EE HPKI E4 HGEAER Y & 1.2.392.100495.1.5.1.1.3.1
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HPKI E4 7 A N HGEEAZER Y &~ 1.2.392.100495.1.5.1.1.0.1

FOGIE I RERH HPKI GEFEA (N) REBERY &~ 1.2.392.100495.1.5.1.2.3.1
HPKI 27 A2 A (N) GEBHERY > | 1.2.392.100495.1.5.1.2.0.1

1.3 PKI QOBZRE
A CPS 1., AR L0 EM SN B ERITROEDEBICHEI IS, $7-. &
BAIIC L W RITSN AL TOETTWEICITIA CPS NiEH S5,

1.3.1 R/
FRGER (Certification Authority ,CA) 1%, ¥817/ (Issuer Authority ,JA) & B &k/m
(Registration Authority , RA) ZZOERRESR L& L, HAEAMSIC LV ES I b, AL,
K CPS D~y J OME AN E RO EE R BN SRR, 2B BRI T 2 RHE, 213380 %
B b3 2 & CRAEEBRO—MERETHI LN TX D,

132 %TR
AT, BRSO OBFREFIFRIT. RIDOEFFEE=ZT, AEHEDOFRIT, KD
Bai19, £, FRFICEEAERSY 2 & (Certificate Revocation List, CRL) Z{ERk, 81T
T 5, 70k, K CPS Oy OME NG RO FEIE LB W E SRS, BEZRY 23 28T
FATREBO—HM XTI ELTHI LN TE D,

133 ZH5
BRIk, EFREAERITHEE D OEREHEFEORIT, RO PFEZ OEBE 1T,
£, SRR BT, @Y RAR AR, FiEE ~OBEHEOLZMN 21T b LT 5,
7285, A CPS Oy M OME ATE R OBIE 22 Bl 2 R, EBBRICET 27 H, i
TRz 2o 2 L TRBRREED - ME2RiEtT 52 LN TE D,

1.3.4 MAE
IAFE &%, AFERERICE FREAFEORI A PEEZITV, B iEHELZ IS LA 2@ A%
9, A OFEPHI Mm}::}a &I 5,
FEHIFT
BB, LRROEPRZOFTLIERICBWTELZITOLAITE. [TOBEKEAL TS D
&) EFEHEICTEHE LT uE e 57220,
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1.35 RIE
RRAES & 1E, AFRGERARIT LB ELZEE L, T VX VEL 2 /NBRSEE E DA
BTHEFT 58 Th b, Baraid. KACPS ONRBICHOWTHM L, A# L ETRHHT S
@ k ‘a—éo

1.3.6 ZOhDEZRE
HE L7z,

1.4 EREDOFERAE

1.4.1 BEYZFEAZEDEA
A CPS TEDH HMAFFEHEIZ, WRICEDDFIHHEBICOAMEHTE 5,
(1) B4 HFEAE  EREFEE S OREERGALD BV — b A2 O B4 e
(2) FRFEHIFERE « ERIEFEF OREEREAL BV — b 224 OFRGEH

1.42 ZItIhBHIREDFER
A CPS TEH D IMAEFFAEL, KCHH141%ﬂ&%%i®ﬁmjfibéﬁéﬁ@ﬁ
FATLZEDOLETH, TNLUSNORBETOMA SNZHE. AEARIT Yo EEEZEDAR
bHDET A,

15 Ry EE
151 XE4*EEYT HHEMH
A CPS OEHMARIT., ASRFERTED D [FRREEKS 2 LT 5,

152 BLébhtk
A CPSIZEHT 2RIWADLELREUTOIIITED D,

[FWA ]
&n D AASEAIEN S AASRRIAISRGER B
A REH c JRRA ARG AR (BARH, EXE%“%@<)
10:00~12:00, 13:00~16:00
CEGiEass : 03-3353-1170
FAX %5 : 03-3353-6270

e-mail 7 K LA : hpki@nichiyaku.or.jp
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153 CPS DR VEEHERET HF
$ CPS ® HPKI-CP ~Di &M Z RE T 2F 1L, EAEIIE NRIET S [IRfEERE AL 5

B L ABASERRERE R OB & E IR 2 HME R Th D,

1.5.4 CPS AZEFHm&
$ CPS N mu nﬂz%?%@ E%T%ﬁ L\ iy nﬂi)%fb%%ﬁ g(ﬁ ‘ﬂ‘E)

(BH~N)
7 —H3 47 (Archive)
REEAEOFRAT « KN 25080, SRR DY AT MERIZEDL A2 R E T 5 2

g:o

K57 2 XA (Algorithm)

51k, 152X, T D 2 DOREM S AR5 &, EH0ICH R A v 2 IimEgt
e (FAEHERES) Nd D, Aiaicld RSA, ElGamal K75, FEHEIMREE SRR En3H 0, $%EIZ
K EBUFERED DES RCUrFEH L < DES D%k L CIkE -T2 AES 2 03D 5,

h5E Y = —/L (Hardware Security Module)
ARG ESEZ L RITRE L, T ERSOBEAFEOR SEIELIT O N — Ry =7 LY

TR 2T DEY 2—)b,

= F=>7 17 4 (EndEntity)
REBEDFRITH G ORI, ABEERT ZHA L TWDLHEK (=7 47 1) T, ABEIEH

ZEFMT 200, (EA, Mk T A, THVr—variy)
B, BIERIIT R T o T4l E A0,

F7 =7 BT (OID : Object Identifier)
F 7=l OB EITO T2, AT V=7 MIBEEMN T b —E 2,

&AL (Activate)
HAEBEL I EOERIHEHTHZ ENTEAREICTHZ L, Wi, FHTERTHZ %

HEMAL LW D,
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#tR (Key Length)

BT — 2 O A X, @TNTY RLKIFT D, BESHOBEITRICHOR SIT L > TikE
%, BHRIZEITIZEWIE CMERNEIC 2 208, BACR S A v — Y% EK T 2 BRORERT 2
MDHEIT7 D, EHROMEZ LFHD > CHEbI 28 E 2 BIRT 0BRSS,

D EFE (Key Escrow)
AR A TERET D 2 &,

#~T  (Key Pair)
FAHE L Z TR 5 ABREED %,

JMAZE (Subscriber)
PREERN DREGED =D DEFREHEEZRITIN DA,

PIVNE LGRS
AFRAER 2> D IMAFE TR L TIRAT SN2 ABHEFEEAED Z &,

fistit. (Compromise)
A HEOMETERDEE, k. IRREIZL-oT, ZOMEMELZLS Z L,

fRAEE (Relying Party)
BFEE L1, TP HNVBLOBGECH NS,

A\BAgE (Public Key)
AL X/ 58T, T VX NELOBGEZHWS,

NBREEZERAE  (Public Key Certificate)

IMAFE DT L NERgEZ RS A L CABSEO BEIEME A FE 3 553 C HIEERE E T Y T 5,
BFREHED 2 WITHIZFEAFE L bV o, ABFEEEEAEFICIE, AFEEOMAEFR, ~BHE, CA
DI, € OMEEAZEOR A% Gl 4, CA DFADBTSND,

HCO B4 GEAE (Self Signed Certificate)
RERRNHE D= DIZFATT D2 E AT, BITEA EMAELADBFR L TH S,

%) (Revocation)
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ARHIRETC, IS0 m (K - ko) IRV EFREAFTLENT L2 L, AR
I3, BADLDOHEICE 20, BRAFFHZIX CA DTSN Z L b H D,

FAH (Private Key)
ANFHgE L X7 D8, ABE T, AR WE S ICROFTEE T NERT 5, AHRT
BLLIELDIE, ZHUCKHET DA CORRIEN AIEETH 5,

FERAERZN Y A K (CRL : Certificate Revocation List, Authority Revocation List)

RKEWUTZBAFERAZFEDO U X K,

AFRAERICBN T, IMAFFEAEOLRZ Y 2 F23 CRLIIZEE#H I 4L, B BAEHEROY
7 CAREAEZEDRZH Y A F23 ARL ICFEEH S b,

uﬁﬁﬁi%‘ TER (CSR Certificate Signing Request)
%75 I>Ouu_4u )E‘,J E%i% 72*&5571&50)%* aa %E%%%ﬁzﬁkﬁ‘éfly)@ﬁkii
fﬁi&’( FONEFIZIE, HFEEOFTEM, F— 7 FL A AR EOBERNPE END,

AEBAFEAR Y 3 (CP : Certificate Policy)
@O X2 )T L EEAEE L, BEDaAI 2 =T A RO/ NI T SV r—a Dl T A
~OHEHAMEZIEET 5. AR ST HEDES

HA R
PRl S BB REE ORI M 2 B+ 2 BRD Z &,

B &4 (Electronic Signature)

B XEOELYMEZRIET 572D N5 BATER, AFERE SR E2RAL, HERAK
ANThDHIEEMRTDHELBIT, HRPEEEPTICUEHIN TRV L ZFEHT L LN T
x5, ABRERESFREHNTER LTEBAIIT VXA NVELE BV,

ek (RA : Registration Authority)
AEERITORGEE OARNEHFAE - sl L, £ & L TORERER 7%??91%%@5 W‘ﬁ% )
AEROMRED 5 6, —EOEBEEIT I, WikT 2% 7Y =7 F O & RAPEFRFEICETEZ A D
. EFREAEICEL LY, BITLIZDIZLARN,

FRGER (CA : Certification Authority)

AEHEZ AT DM, BRI, ARENHENRSAND LD TH D LAEHA AEER S
—HHEBI T, RIE, PILARNIBICH VEHTE 2R 5720,
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FEFEEM AR (CPS : Certification Practice Statement)
FERHER Y NSV RRREREAICOWTORESE, FiERNE HREHELZBITT D & X
BHTAEREICETARHALE L TEERMIT LS,

Bk I =
RAEEBHRIED - b, BEEBHARMOANRE SNTZEE V), BEEEARME S X,
A& DGR AESL, MAEDZPO CREAELZ X T oo — RT3 1 ERVFEHAINS 1D,
IRAY — R LR BT 2 4 WD EZ VD,

PRREEHE
AFRRER ClX, MAEZEHERITEDO IO OFELZ LT HHRICK L, BAEFEHEE VNI 4A
e W5,

%@?ﬁ%&ﬁ‘“%
AR R (B EOIER UTE LW D B HEET O ORE) NRE ST
@%wookkb\ﬁﬁ%%ﬁa%@ﬁﬂaﬁéhé%ﬁ%%<o

17/ (IA : Issuer Authority)
AEAEOIER « BIT 2 L UTRITER 217 O B, BITRIL, RIEROEED S H, —
HOEBZIT I,

s~y 2 B# (Hash Function)
EEORIOT=ENOEERDT X LIEEERT DR TG, AR LTET hy o
fll] LMEEND, Ny v aflild, Ny Y alNbIEOT — X ERETE n— Ak B D
2ODT —ENBE—D/Ny ¥ 2 ENER SN DEIREDRRETH D L WO HEEZ R, Z O
BENbT —Z B EZET ORI, BEMMOER LIy v afl e ZEFGUTT =2 Dy v afiz
KD TliFH & g Ll A — 8T UL, 7 — 2 DEEBEF THI A SN TWNRNT LR T
2

v 7 74 (Profile)
AEAECREE LN Y A MIGELHET 2 FHE L OIRRESR ORI H k2 ED T2 H D,

YARY K~V (Repository)
BRI E R OGEIERZD Y A M A LA T 57 —& X— X,
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U7 REE

CA % HHT T DB, B L HCEATENE (NewWithNew) & i iR CA &4 LUy
HEAROD CA BEAAR I 5 7201 54T S 1D BFAEITE, U > 2 AT £ - C, ko725 CA
20 B AFHEZ BTSN E M COFFAERIENARE L 725,

U 7 EEBEICIT. B LOABEEIC WA R TEL L-AFBHE (NewWithOld) & . HUWA
BREEIZ 8 L WALA S TEA LIREHE (O1dWithNew) 288 %,

JL— K CA (Root CA)

PSS A D FRGEREIE (23BN T B D e BALL _u%?“%mwm%OD Lo FALIZET 2R8REROL
BREERERNEDOFIT, R ZEHT 5, AFEIERICEBIT 50—~ CA L, BEAEJ B4 HPKI v — b
RAERNYET 5,

(A~7Z)
ARL (Authority Revocation List)

A B A R EBROZ L,

CA (Certification Authority)
MAEREZROZ &,

CA FEE
RRERITx L CHIT SN EFREE, ARRERICE T 5 CAREHFIL, BHOE4AMHAETH
Do

CP (Certificate Policy)
AAERY S EBBOZ L,

CPS (Certification Practice Statement)
uu uEgéjﬁ/#%%I%#%%@ &

CRL (Certificate Revocation List)
FEAESLZY X FESROZ &,

CRL F#7E
AERIE G @AY, SRRERAFEITT D CRLICEEH SN TV DN 2GR T2 2 L,

CSR (Certificate Signing Request)
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R HRATERE SO L,

DN (Distinguished Name)
X.500 BEIZBWTED b LTZikA4, X500 Bk Tl 2R ETHZ Lk~ T, IIAHE
DO—EVEERET D,

FIPS 140-2 (Federal Information Processing Standard)

FIPS & (3K E R IEHRAAFIEYE T, FIPS140-1/140-2 135 ZALE Y 2 — Nl -+ _& &%
2 VT A BHERELE LD, X2 VT B L TAEBEOEX 2 7 4 LY (KIK
LA I~fm Lok 4) ZED TN D,

IA (Issuer Authority)
FATIREZRDOZ L,

LRA (Local Reception Authority)
iz maSRo Z L,

OID (Object ID)
FT V7 MR ESZROZ L,

PKI (Public Key Infrastructure)
ABHEERAR, AR S L L W ) S HEA & FICERRAE R S ABSEEE L BIT L, 2 DFE
HEZ N TEL BLAMGE, W5 185, RAEZ ATREIC T 5 5 7,

RA (Registration Authority)
BikREZROZ L,

RSA

ANBREEREE TR0 —>, Rivest. Shamir. Adleman @ 3 &I L > CHREIN., TOL4HIZ &
STHMTF NI, BERZBEROZREBIRONES ZFHA LD T, ARG ZOEREL L
TEELTWS,

SHA (Secure Hash Algorithm)

Ny a B O —RE, SHA-1 R SHA-2 %35 0 | [EEDR &OF— %75 160bit X 256bit
B EOESDNy Y 2 ERIERT B,
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X.500
ITU-T/ISO MNEDT=T 4 V7 h U H—ERIZET 5 EERILIE,

X.509

ITU-T/ISO N E DO T FREE R OFEZELRZN U X MIB3 2 EFSERE, X.509v3 Tk, &1
RERA IR AR 2 5 1T C, B REEORITE DM A OB EZBINT 5 Z ENTE S,
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2.

PRBRVCIRS FDEE

21 YR kY
UAY R UL, 24 R 365 HIEMFIA AR LD L L, WICKFICEI-N b0 L 45, (|
L. VAT MESFIEEZIC L 0 T OERABA Web %4 M Cilsn LT, —BcfE32 2
b, Fin, BARKL ERDEERVEAIE, BEIGEMTEIARAVEELH D,
VAR N UL, FREER ORI E & RN OIS O RNER 2 T 5,

UARY Y KMERABT Web # ~ME, BLFIZ AT URLICTAR LD,

(1) URTHY
ARIBIER DRI Y A S RxBAYAT & LU ICRE# T D,

AIE A ) URL

SHA1 %}/ http://crl.pki.med.or.jp/repository/crl/crl-sign.crl
e ZAEEITE

SHA1 %} http://crl.pki.med.or.jp/repository/crl/crl-auth.crl
FOREFHRER

SHA256 %}/ http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
4 HREE

SHA256 %}/ http://crl.pki.med.or.jp/repository/crl/crl-auth2.crl
FOREFHRERA

(2) THHABA] Web ¥ b
http://www.nichiyaku.or.jp/hpki/

2.2 FEBAEIREROEA
AFRFLD TIE LU FOfE#E U AR b Y & 5V NEIREHRAB T Web ¥~ &5 L CTABT 5,
(1) VARV FYTABShoER
DT Os#E Y REY b UICHKL, AT 2,
CA FEW#
CRL

(2) Web ¥ F ETRSNLDE#®

LUF O 2 15 B Web ¥+ h ETABT 2,
A CPS
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AR
(EPNIEReE S Por Ay
Z O, AGERER S E E L & D A TR

2.3 NHAOEHXIETDHEE
A CPS 2.2 GFEMIEEWMOAH (1) VAT M) CARShDER) TEDERIT, HHo
EENREL T 24 RFHILNICEH SN b0 LT 5, £iz, A CPS 2.2 EHEHROA
B8 (2) Web 1 b ECABI SN 2EH CTEDLBERIL, HHROLEEHE LT o0
THENDbD LT D,

24 ) RO R)ADT U RER
AFAERO VAR b U R ONEFRAB Web B4 MCAB S ERIT. A ¥ —F v 2@
TRt S h 5, 72k, ARBEHRITMAZ L ORGEE ICx L CIEmiAR0 BA L LTART 5,
AEREBIE, A v —F v bR EOREEEOELNICRIEEND LD LT 5,
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ﬂ&ﬁlj & U l:lll.;\

3.1 ZBMRE
3.1.1 &WMDEE

3.1.2

3.13

3.1.4

3.1.5

3.1.6

RBFERDBFATT 2EAEAFIEA SNV 7V =7 MITIMAZE S & T 5,

A 413 X.500 @ Distinguished Name (BLF, DN &FES, ) 2fEHT 5, REERE
#5778 PKI Cix, Cl3JP & 3%, ¥72 CommonName [T#ZH T, MAZFDORKL (B—~FFK
Fl) B L UVYRIMAE O AR BB ERE TE L8 T 5,

BMABRZH DO LEDRLEM
AFBRER N FEAT D B AAEAEF OFRRIA 1L, BEEEIZ K-> TS, flshs L9
BEROHHHEDET D,

MAEZEDERMXITRAE S
HE L7,

BrRAMERZHRT 5=-0DHKEA
LB EIRT D72 OO BANL, AKCPS 7. GEBHE L CRL/ARL D707 7 A V] 129,

BMD—FEHE

AFRRERDFATT 2B AEHFOMAEL  (subjectDN) (1T, AGEFERNT—EIZT D729
U TVES (SN) 2ate, £, SREERO4F (issuerDN) (3, REEEREULSTE PKI
WT, RFEREZ —BIHE LT b0 TH %,

i, LR UBEROKRE

PARREE ) OMERNIC OV TR, PHIEMET R DN R COMFZ BRI 26D L35, HL, AR
REJRIIFAHEEICRW T, HEEEICET 2 EBICHEEN G EN TV LIEE. SsrEL2 AL
REFAEICRERT DM E AT 20D L T 5,

o, AERIILETIE T, PAEEHEFTRIE (O L, BEAR IR 2 RS O AR FHO R
ZRDDHLBTE D,
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3 2 *ﬂ@o)zkk'liﬁﬁmm
321 HWEROMEBZEAATIAE

3.2.2

3.2.3

AFRAENL AT CIMAE A L MAE AL AT D, Z DIMAENBH#E 5 7
I ABRGE ST 2 IMMABERAAEOITH Z 5 2 MAEFEAE L LR T 5, ER ST
IAFFEFE & MAE G L IC I — REOKMEE (LLT,  [RERERLIE] LS, )
(AT D,

7B, RIBFERNEY &HErd B 5ACH - TE, AR OBIRICH RICE 0, AT
L. EfEo TGEBERMNEAR ] OMERICIIZ T, IMABFRA RO 72 & B A A & L7k
(LT, EH#ET 2 MAERARFAMEKEE VWD) CORAEZ B E LTI AERLA#E (B
A HFEEICIRD, U, #ET2MAERAHRE VD) 2 LERT 25603805, ok
NEET HMAE AR (X, £/o, NEETMAERAGE) & DEET 2 AF R FEF|

MR 5 EETHAICH - TUE, BOEZICL Y NEESIMAERAE) 28 [H#ES S
IABERA SRR Oy ForT 4 7 0 SIS D 2 & 2R T 5, ARBIER
(A CPS DT J OME NG B O E E 72 BN & SR IC, B BURICEET 25 E, 7213340
MO RZD Lz Ede, DUF, kK ) (X, EX4RMAFITIMABERLGREZTTIA ST 57
D, KA K DRNIEDOHERDZIIZANT D, 72721 %##5%A%ﬁﬁﬁ%ﬂ%%ﬁ#é
(OB IEHRE A2 IMAE @A 2B, I K D ARAMEOMERMN FEf S G &Icd > T

X, REBA EFLBEAA DS OBRO AR ANVEDHERE % | %ﬁ%%%_ﬁﬁémtﬁﬁﬂmwﬁkw
EZIEE (FpIR) CToORMNE > TITHOHAER S b,

F 7o FERIEALHAR D PIN 13, A THRIET D 72 OARRRER ) B INAFE 13 LT PIN
DEFHIAT DR,

HEEE DSIMAE AP L IMAB R Z LT 25815, IMAEABREEAZ TR U CARRRER
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IMAE LA FEDORANT Y 2o—1id, US FIPS 140-2 LU 1 & RIZELL EOBIRSICHEIL 5 %
DEFTDH,

BEBANZELIMERDOEE
CA RLE D DG LT Y 2 — /L OEMEIL., BAERIEENICB W THERZ AT 285
DYDY & TIT D,

FhEROFE

BRI L > TREL SN EERE . CARAROTEFEII I TD RV,

IMAE OFLAHL, IMABEARAANDOER, WS, ERICL-> THEE SN/ ERE, 78
RS enboE 35,

RERONYITYT

CARAHEED /Ny 77 v L, BRIERHENICB W THIRZ AT 5EHMADONIEZ O & T
119, E£lo, N 27 v 7T =2 35S, U A MTICHEZ CARAHIZET 2 F#I
IS I SRS NTBM I ENENR IR D 5T B D fusE TR R R E ST IR E T D,

WEEOT—HAT
AREBFERIE. MAEBFRGEDO T — A 7137720,
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6.26 BEES1I—IADILEEOBMERY EL
CA FLA ST, REFRMENICH DB EALEY 2 — L NICHE S SN TR SN 5,

6.2.7 BEEES 1 —ILADIEBEOKEIR
IMAEFARIL., BB TIETH FEY 2 —/VICATIT 5,

6.2.8 EAREDFMHEILAE
CA FLES T, ArE=NICh AR EALT VU 2 — LN TIEM L S b, — OBET. HER
PHETHEBANDONEIEZNDOE & TITH,

6.2.9 FhEEOIEFHILHE
CA BT, AFREENICH AR EALT U 2 — AN TIEEM L SN D, — O8EIL. #
BAEHTAEBADNEDNDE & TITH,

6.2.10 FAERDOEELSZE
CA ALAHEDFEFIL, BEADIEND G & THEILARARER FIEC L Vv iThbn s, £7-.
CARAHD Ny 77 v TR Y CARAROFEFEEO—B L LT, WHEMICHET S,

6.2.11 BEEE Y a1—I)LOFHE
ARFRAER OFLAFEDORMITE Y = —/Lix, US FIPS 140-2 L~ 3 & [RAIZE LI E oSS I L4
HH0ET5,
IMAEFLAGEDKEANT ¥ 2 —L1E, US FIPS 140-2 LU 1 & [ LI E DK IZHEILT 5 b
DEFTDH,

6.3 RT7EEICET S TDMOmE
6.3.1 ABROT—HAT
NHEEOT — A TV, ThEFLETEAELZRETH 2 LICX>TITI,
CA GEHER OINAB AL, ZOHHFAG T LTHhD 10 FEMRET 20D ET 5,

6.3.2 NFAEIIBAED AN & BT OERALAM
CA ABRSREHEOAZHIMIT 20 Fx2z 20 DL L, ZORAEOMEHIL 10 4
2N HEDET 5,
A OABSEREEOF ML, BITOBZOMAZ O 5BE UNAEZENFHITEZITT
W5 B BRI EO AN T4 2 B ORNS, IMAEDSH =284 B EHEDS
ITOWGEE L, Fiice B4 HETENEORITEZ T 5L EIZH-TiE 6 BHH) OFERL
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T 5,

6.4 FEMHIET—4
6.41 FEHEET—2DERESN VR =L
AFRIERBICBNTHWON D CA RAG#EZ E LR TOEMELT —F DERE A A =L,
ARIBFER TED LTI T S D,

6.4.2 EMHIELT—2DRE
AFRERIZB N THW SN DIEMALT — Z 13 AFERER TED b HE IV RE S D,

6.4.3 FMHIET—2DFDMOEH
HLE L7,

65 AVEaA—42DtExa) T+ EHE

6.5.1 HENDIAVEL—2DtXa) T4 ICET IEMUES
AL H~D T 7B AX, TOT 7 B AMREZRE S NTZEOHRNAEETH Y . B E
H L<IZID « 7SAU— RIZ X DEEE ORGEEAT ) e 2 i 2. BMEE ZFFETZ 5,
Fro, BRI OBEIZIB VT, SRR OFRIEY, BENEOEEE TR A Db,
EHELZH TN D,

652 AYEax1—43txa) T« A
IS015408 # 2 E 12t 2 U 7 4 FELZFRIT HHEORISEITV., BEICEHMG 2179 2 &)

6.6 54 74V IILDOEMHERE
6.6.1 YRXTLHAXKEE
AFBRER O > AT K, w7 WEE M TONI-EHTE DMk CHRE S - b D& H
T 5,
KRFRER O AT KITOWTIE, BREAISR TR SO RERONENR IR TEDL L O
WL AT LOHE, OS KONT 7 r— a v EHRFT 5,
AFRIERD Y AT MR DR, OS K ONT 70 r—3a U AEHT 5881, FaanciR
BTV, B Z R T 5,
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662 EXxa) T EREE
PORERRE KONy N T — 7 BAHOFHEN | BB EAE T EZ1T O Ha1E,. KRR
THE SN RIRICHE > TEET 5,

6.63 SATHAVILDEFX2T14EE
X2 VT ¢ OMEFFEICEIT 2 RELIEE L, @YY A 2 LV TREOEX =2 U7 ¢ Hifk
BEANT L0, X2V T RN T =y 72175, B2 U7 ¢ EGAZFESOHET
P72 EDR 72 W RREEER BRI TRl L, MBS U CRIERE Z T 5,

6.7 X2y LIT—VDEF21) T+ EHE
FORERE X, MR Y R =2 LT T 7 A T U+ — V&N L TR AT & &b, RNIE
BARINS AT DEEANT L7080t X 2 VT 4 RERZ#H T T 5,
Fro, PRERMEH OBWE IV TIX, BiBREaR i OFRGERL, WENAE QKL Otk & A DP1k
HEEZHEL TN D,

6894AZ9>7
FRRER 1L, 77— a VEICB W TCIEM e A R 2 E AT 5720, NTP — v R |(Z
iéﬁ%ﬁ%%ﬁao
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AEAER UL R FRUFOCSPOTRT 71 )L

7.1 (IREOTOT7 AL
ARBFERARATT D EAEHEZ, X509 N—Y 32 3 7 —~ v MEAERERIC LD MER S
. EEAFEAET X500 53514 (DN) Ik —FEISGRI S b0 L4 5,
ARFRAERDFAITT DB FREHEDO T v 7 7 A VOFEIL, £ 7.1.1 DEY & 55,

F£71.1 FEHAEL 07 7 A Xk

RIEBAEFER EARBEH 77 AV IR e 7 7 A v
SHA-1 xtiE4 1 CA FEFZE #17.1.2 #17.1.3
SHA-1 *HitiReEH CA FEH]# #7.1.4 #1715
SHA-1 x4 HIRE & #17.1.6 #7117
SHA-1 *FIFRGE I RER #1718 #17.1.9
SHA-256 X534 H CA GEIHE # 7.1.10 #7.1.11
SHA-256 *fIa8aE ] CA FER #7.1.12 #7.1.13
SHA-256 %} %4 FHRE #7.1.14 #7.1.15
SHA-256 i) maall AR & 7 7.1.16 < 7.1.17

711 N—2 3B
AR RFEITTHEFIEAEIL, X509 83— 3 3 7+ —~ v FFAEERIC X0 1EK
énéo

7.1.2 FIBAEOILRMEE (REERELIFTORMEET)
ARBRERDHATT HREHEOIEER D 7 1 7 7 A 3 7.1.1 OJEEER T 2 7 7 A LD
WY LT D,
725, SubjectDirectoryAttributes $L& TH W % PR{EEREEALS B O B (heRole) (220
Tid, ACPS 17.1.10 fR{EERFEALTE O (hcRole) | TED D,

713 FILTVXLATO U MERIF
FRER A FAT T DB REAFE L N CRLICBIT H5FA T /LT Y XAX
SHA1withRSAEncryption (1.2.840.113549.1.1.5) X% sha256W1thRSAEncryption
(1.2.840.113549.1.1.11)TH v | FEFIEFFEIFCH S 15 E FREAERITEHE OAMEET v A
U X A%, RSAEncryption (1.2.840.113549.1.1.1) Th 5,
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7.1.4 ZFEIDOEK

KRBFERPFATT HHBFAEAFICBIT ORENEFIL, £7.11 08D ThH D,

7.1.5 AHEIHE

7.1.6

7.1.7

7.1.8

7.1.9

)EHI/VLGCU\O

CPA TPy FERIF

AGERER AT T 5 E4 MAEHE L OREREHGEHED A7 Y = 7 Mihl+13, £ 1.2 D@Y

Th D,

R S HIFIEE
FEF L 720,

R EHFOEXRUVEK
HLE L7,

SEBAERY DR D 4 —IL FDHKL
HPKI-CP A7 ¥ = 7 Nalkhll &3 %,
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#7.1.2 SHA-1 %ISEAM CAGEAEFE T =7 7 A )L (FEARGEE)

HE RE LA

Version Verd L35,
SerialNumber A —RSRE R 2N FAT T DREEN T =— 7 i & T 5,
Signature shalWithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
lesuer WD #@ﬂ%ﬁ‘%{ o ‘(CountryName IZ Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName

MHLW HPKI Root CA

WHTFOMEAT S, (CountryName i Printable, %

Subject AL UTF-8 Tiiikd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_J- forNonRepudiation
SubjectPublicKeyInfo

Algorithm rsaEncryption

SubjectPublicKey RSA 2\ BH#EfE(2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions PREREIR (£ 7.1.3) &

o, TO) FE, X FRELRNZ EE2ERT,

Copyright
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# 7.1.3 SHA-1 %)% CAGEAET 7 7 7 4 /v (PLiEfEE Extensions)

HE RE LA Critical
authorityKeyldentifier O FALSE
keylIdentifier O | EAGEEAZEOAREED SHA-1 /Ny ¥ =l
authorityCertIssuer O ﬁ‘.ﬁ?@ HER ﬁ— % (Country‘I;\Ia}me 1
Printable, Z#LSME UTF-8 Titik4 %)
c=JP
drecorame || o My atlea Labourand Welfr
ou= MHLW HPKI Root CA
authorityCertSerial O | EfsEAEDO U 7 IVES
subejctKeyldentifier O Z OFEEO AR SHA-1 Ny ¥ =l FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
‘ certPolicyld O 1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
‘ cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName o ﬁ%@fi@ HEHT 5, (Countryl}lgn\ae X
Printable, Z#LS0E UTF-8 Titik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
‘I‘Q‘;flotlgeljesoum O | http:/hpki.mhlw.go.jp/repository/rlist/sarl.crl

Copyright
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61



subjectInfoAccess

X

authorityInfoAccess

VAN

FALSE

Fho, 1O 1TRE.

[X ] ITRE LW & E2FRT,

Copyright
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# 7.1.4 SHA-1 xHGEEGEM CAREE Y 1 7 7 A /v (FEATHI)

HE RE LA

Version Verd L35,
SerialNumber A —RSRE R 2N FAT T DREEN T =— 7 i & T 5,
Signature shalWithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
lesuer WD #@ﬂ%ﬁ‘%{ o ‘(CountryName IZ Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Health Policy Bureau

OrganizationUnitName

MHLW HPKI Root CA

WHTFOMEAT S, (CountryName i Printable, %

Subject AL UTF-8 Tiiikd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Regulated Healthcare Professional Union CA

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_J-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA 2\ BH#EfE(2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions PREREIR (K 7.1.5) &R

o, TO) FE, X FRELRNZ EE2HRT,

Copyright
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#£ 7.1.5 SHA-1 xfteBibH CAFERHE Y v 7 7 4 )L (JLiEfEK Extensions)

HH BRE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEAFEOABIHED SHA-1 /N v 3 2 i
authorityCertlssuer O RECEORHET o (CountryI}TaIpe 1
Printable, ZiLAME UTF-8 CRlik 9 %)
c=JP
. o= Ministry of Health, Labour and Welfare
directoryName O ou= HealtgPolicy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | ENGERAEZEO Y TAES
subejctKeylIdentifier O Z OFEAEDOARSED SHA-1 Ny v =2 fA FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyIldentifier O
| certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
| cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O %?&?0) HEHT 5, (Countryl_\IaEn‘ae X
Printable, Z# LS4 E UTF-8 CTitik4 %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Health Policy Bureau
ou=MHLW HPKI Root CA
cn=SARL
?;;f&?geljesource O http://hpki.mhlw.go.jp/repository/rlist/sarl.crl
subjectInfoAccess X -
authoritylnfoAccess AN FALSE

Ko, TO) 1TRE. TX] 1

Copyright
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H A FIRf 2 All rights reserved.
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# 7.1.6 SHA-1 GBS HGEHE T 7 7 7 A b (ATHHIR)

HE RE LA
Version O |Verd &£7 5,
SerialNumber O | A—fERBFITT D EN T2 =— 7 i L T 5,
Signature @) shalWithRSAEncryption
Validity O
NotBefore O | #fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 5 LA T (UTCTime TRIET 5.)
lesuer O WD #@ﬂ%ﬁ‘%}i o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |JP
OrganizationName O Japan Medical Association
OrganizationUnitName @) Regulated Healthcare Professional Union CA
CommonName @) HPKI-01-HPKI_J-forNonRepudiation
Subject O ﬁ?ﬁ(?@ Zf{ﬁﬂ%ﬁ‘i o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
A DI EEHE OGEIINH, FO5EITERHA %
OrganizationName O - %7??‘%&%&0 fot;%:; @%ﬁé?[\]}%ﬁﬁ%i&%ﬁ‘f
LSBT H o Tk, U A2 R 2 555 % 2800
T %,
OrganizationUnitName O E?ﬁizjﬁ%ﬁfﬁﬁ 5; fﬁ]\ LR
CommonName © | MAFORAL DR —~Fa 0
SerialNumber O | HEAlRI4 B 572 & &2 ft#l
SubjectPublicKeyInfo O
Algorithm O rsaEncryption
SubjectPublicKey O | RSA ZABRA#EE (1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | #raksElk (£ 7.1.7) 2R

Fho, T©) HE, TO] HAlcko A, TA] 7y ar, X ITRELRNWZ L 2FRKT,
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# 7.1.7 SHA-1 %S B4 HFGEAE T2 7 7 A4 v (JEEfEE, Extensions)

HE RE B Critical
authorityKeyldentifier @) FALSE
keyldentifier O | LAEEAZEOAREED SHA-1 /Ny ¥ = fi
authorityCertIssuer O ﬁ‘.ﬁ?@ HER ﬁ— % (Country‘I;\I&}rpe 1
Printable, Z#LWSME UTF-8 Titik4 %)
c=JP
drecoryName || © | 7 Mot tead Labour and Welar
ou= MHLW HPKI Root CA
authorityCertSerial O | EffEAED Y 7 LES
subejctKeyldentifier O | ZOHAZEDOAMEED SHA-1 /Ny ¥ = fi FALSE
KeyUsage O nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier @)
certPolicyld O |1.2.392.100495.1.5.1.1.3.1
policyQualifiers @)
cPSuri O | http!//www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
ilélgfl(ggeliesource O http://crl.pki.med.or.jp/repository/crl/crl-sign.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, X)) FTRELRVWI LakT,
Copyright HAIKHIffZ All rights reserved.

66



#17.1.8 SHA-1 XHCERFEAGEAE Y 0 7 7 A /b (GEARGE)

HE RE LA
Version O |Verd &£7 5,
SerialNumber O | A—fERBFITT D EN T2 =— 7 i L T 5,
Signature @) shalWithRSAEncryption
Validity O
NotBefore O | #fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 2 42LLF (UTCTime CTiEET 5,)
lesuer O WD #@ﬂ%ﬁ‘%}i o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |JP
OrganizationName O Japan Medical Association
OrganizationUnitName @) Regulated Healthcare Professional Union CA
CommonName @) HPKI-01-HPKI_J-forAuthentication-forIndividual
Subject o ﬁ?ﬁ?OD Jf@ﬂ%ﬁ‘é} o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
M DR OEBEE DA ITMA, £ OHE TR 4
OrganizationName O “n—~ ’%f“(“%ﬂ%?,o & %,Z kT S ?Fﬂ%ﬂﬁ?@??%ﬁ
TL2HEICH->TUE, BEAFREHN T 24 5%xB
m4 s,
OrganizationUnitName @) E?ﬁifgfjﬁgfﬁﬁ g ;%f’; LR
CommonName © | MAFEDORSL Z v —~FZil#l
SerialNumber O | HEAlRI4 BT 572 &2 ft#l
SubjectPublicKeyInfo O
Algorithm O rsaEncryption
SubjectPublicKey O | RSA /ABH#E(1024bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | $roksEEL (£ 7.1.9) M
o, [©) #E, TO) HAEICRVMA, A AT vary, [X] ERELRNI EE2RT,
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# 7.1.9 SHA-1 %SERFEAGERAE 7 7 7 4 v (PLiEfEE Extensions)

HE RE B Critical
authorityKeyldentifier @) FALSE
keyldentifier O | LAEEAZEOAREED SHA-1 /Ny ¥ =i
authorityCertIssuer O ﬁ‘.ﬁ?@ HER ﬁ— % (Country‘I;\I&}rpe 1
Printable, Z# LM E UTF-8 Titik4 %)
c=JP
drecoryName || © | 7 Mot Labou and Wolar
ou= MHLW HPKI Root CA
authorityCertSerial O | EffEAED VY 7 LES
subejctKeyldentifier O | ZOHAZEOAMEED SHA-1 /Ny ¥ = fi FALSE
KeyUsage O DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier @)
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers @)
cPSuri O | http!//www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
}ﬁiﬁgﬁes‘mce O | httpi//crl.pki.med.or.jp/repository/crl/crl-auth.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
Ko, TO) FRE, X)) FTRELRVWI LakT,
Copyright HAIKHIffZ All rights reserved.
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#7.1.10 SHA-256 x5 CAGFHE T 0 7 7 A )L (FEARGEER)

HE RE LA

Version Verd L35,
SerialNumber A —RSRE R 2N FAT T DREEN T =— 7 i & T 5,
Signature sha256WithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
lesuer WD #@ﬂ%ﬁ‘%{ o ‘(CountryName IZ Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

WHTFOMEAT S, (CountryName i Printable, %

Subject AL T UTF-8 Tiiikd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Division of HPKI Registration

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_JV2- forNonRepudiation
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA 2\ BH#EfE(2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions JraRfEI (3 7.1.11) &R

o, TO) FE, X FRELRNZ EE2ERT,

Copyright
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# 7.1.11 SHA-256 xfi CAFEHAE v 7 7 A )L (JL9EMEE Extensions)

HHE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | KAGEEFAFEOABFEED SHA-1 /Ny ¥ =i
authorityCertlssuer o BT FORERT 5, (CountryI}IarTle X
Printable, LIS UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFEREZEDO ) TE S
subejctKeyldentifier O Z OFEHEDOABSED SHA-1 Ny v = FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyldentifier O
| certPolicyld O 1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
| cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O ﬁ?&i@%ﬁﬁiﬂqﬁ‘é o (Countryl_\Ia}rfle [
Printable, LIS UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O %u= Dlr(?ctor-General for Policy Planning and
valuation
ou=MHLW HPKI Root CA V2
cn=SARL
‘I‘Q‘;flotli”geljesoum O | http:/hpki.mhlw.go.jp/repository/rlist/sarl2.crl
subjectInfoAccess X -
authorityInfoAccess A FALSE

zZHo, TO) FRE, X ITREL2NWZ ExERT,

Copyright
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#7.1.12 SHA-256 5tSg8iEH CAGFBHE T 0 7 7 A )L (FEARGEER)

HE RE LA

Version Verd L35,
SerialNumber A —RSRE R 2N FAT T DREEN T =— 7 i & T 5,
Signature sha256WithRSAEncryption
Validity

NotBefore #17THK; (UTCTime CTHRET 5,)

NotAfter thisUpdate + 20 #£LL T (UTCTime TiXET 5, )
lesuer WD #@ﬂ%ﬁ‘%{ o ‘(CountryName IZ Printable, %

NLIAME UTF-8 TRt 3 5)
CountryName JP
OrganizationName Ministry of Health, Labour and Welfare

OrganizationUnitName

Director-General for Policy Planning and Evaluation

OrganizationUnitName

MHLW HPKI Root CA V2

WHTFOMEAT S, (CountryName i Printable, %

Subject AL UTF-8 Tiiikd %)
CountryName JP
OrganizationName Japan Medical Association

OrganizationUnitName

Division of HPKI Registration

O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
X
X
O

CommonName HPKI-01-HPKI_JV2-forAuthentication-forIndividual
SubjectPublicKeyInfo
Algorithm rsaEncryption
SubjectPublicKey RSA 2\ BH#EfE(2048bit)
IssuerUniquelD
SubjectUniquelD
Extensions JraRfEI (3 7.1.13) &R

o, TO) FE, X FRELRNZ EE2ERT,

Copyright
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# 7.1.13 SHA-256 *t)HadibH CAGEBHE Y v 7 7 A )L (JLEEI Extensions)

HHE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | KAGEEFAFEOABFEED SHA-1 /Ny ¥ =i
authorityCertlssuer o BT FORERT 5, (CountryI}IarTle X
Printable, LIS UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFEREZEDO ) TE S
subejctKeyldentifier O Z OFEHEDOABSED SHA-1 Ny v = FALSE
KeyUsage O KeyCertSign | CRLSign TRUE
DeciphermentOnly X -
extendedKeyUsage X
privateKeyUsagePeriod X -
certificatePolicies O TRUE
policyldentifier O
| certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
| cPSuri O http://hpki.mhlw.go.jp/repository/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes X -
basicConstraints X TRUE
CA O TRUE-
pathLenConstraints X -
nameConstraints X
policyConstraints X -
cRLDistributionPoints O FALSE
distributionPoint O
fullName O ﬁ?&i@%ﬁﬁiﬂqﬁ‘é o (Countryl_\Ia}rfle [
Printable, LIS UTF-8 Titikd %)
c=JP
o= Ministry of Health, Labour and Welfare
directoryName O %u= Dlr(?ctor-General for Policy Planning and
valuation
ou=MHLW HPKI Root CA V2
cn=SARL
‘I‘Q‘;flotli”geljesoum O | http:/hpki.mhlw.go.jp/repository/rlist/sarl2.crl
subjectInfoAccess X -
authorityInfoAccess A FALSE

zZHo, TO) FRE. X ITREL2WZ ExERT,
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# 7.1.14 SHA-256 x/i& B4 MREAE 7 1 7 7 A b (FEAGEI)

HE RE LA
Version O |Verd &£7 5,
SerialNumber O | A—fERBFITT D EN T2 =— 7 i L T 5,
Signature @) sha256WithRSAEncryption
Validity O
NotBefore O | #fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 5 LA T (UTCTime TRIET 5.)
lesuer O BT O E AT 6: o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |JP
OrganizationName O Japan Medical Association
OrganizationUnitName @) Division of HPKI Registration
CommonName @) HPKI-01-HPKI_JV2-forNonRepudiation
Subject o ﬁ?ﬁ?OD e C iy hen 6; o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
I DR JR OEBEE DGEITMA, £ OHE T R4
OrganizationName O “n “*‘?”’%:'C‘?E%‘io ﬁ?; @%jﬁé?q]\%ﬂﬁ%?%ﬁ
TLHGEICH > TE, YR AREHNT 25 5E 548
m+z,
OrganizationUnitName O E?ﬁifzijﬁgffﬁ ;;:f f’; LR
CommonName © |MAFORALE m—~vFaiiil
SerialNumber O | A4 BEERE 570 & 2 fldl
SubjectPublicKeyInfo @)
Algorithm @) rsaEncryption
SubjectPublicKey O | RSA ZABRA#E(2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | #raksElk (& 7.1.15) ZH

Fho, 0] HAE, TO] HAlcko A, TA] 7y ar, X ITRELRNWZ L 2FRT,
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#7.1.15 SHA-1 e EBLHEHE T 07 7 A /L (JLiEMEE Extensions)

HE RE LA Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAFEAEOABREED SHA-1 Ny ¥ 2 fH
authorityCertIssuer O ﬁ‘.ﬁ?@ HER ﬁ— % (Country‘l;latme 1
Printable, Z# LM E UTF-8 Titik4 %)
c=JP
0= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EAGERAEZEO Y TAES
subejctKeyldentifier O Z OFEEO AR SHA-1 Ny ¥ ol FALSE
KeyUsage O nonRepudiation TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyldentifier O
certPolicyld O ]1.2.392.100495.1.5.1.1.3.1
policyQualifiers O
cPSuri O | http://www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
?géi(ggeljesource O http://crl.pki.med.or.jp/repository/crl/crl-sign2.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
KPO, TO FBE. X FRELRNI L 2RT,
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# 7.1.16 SHA-256 %IGiRREHGEHE Y v 7 7 4 v (FEARmE)

HE RE LA
Version O |Verd &£7 5,
SerialNumber O | A—FERNFEITT D EN T =—2 72fH & T 5,
Signature @) sha256WithRSAEncryption
Validity O
NotBefore O | #fTHKF (UTCTime THRET D,)
NotAfter O | thisUpdate + 2 42LLF (UTCTime CTiEET 5,)
lesuer O BT O E AT 6: o ‘(CountryName IZ Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName O |JP
OrganizationName O Japan Medical Association
OrganizationUnitName @) Division of HPKI Registration
CommonName @) HPKI-01-HPKI_JV2-forAuthentication-forIndividual
Subject o ﬁ?ﬁ?OD e C iy hen 6; o ‘(CountryName I% Printable, %
NLIAME UTF-8 TRt 3 5)
CountryName © |JP
INAFE SR OEHE OEI1T0A, £ OGEITHER4
OrganizationName O zH PA?H%:VC‘%a%h 73:??; @%—?é?q]\%ﬂﬁ%?%ﬁ
TLHHEICH > TL, YRR AREHNT 255548
m4 5,
OrganizationUnitName O bgﬁifzfj%gfgﬁ g}) ;%f’; B2
CommonName © | MAFEDORSL Z v —~vF & il
SerialNumber O | A4 BEERE 570 & 2 Fl#l
SubjectPublicKeyInfo @)
Algorithm O rsaEncryption
SubjectPublicKey O | RSA /ABA#E((2048bit)
IssuerUniquelD X
SubjectUniquelD X
Extensions O | #roRsEE (R 7.1.17) M

Fho, TO) WA, TO] BHRICEo WA, TA] 7> g, X ITRELRNWD L 2HRT,
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# 7.1.17 SHA-256 xGSiBREHGERHE Y v 7 7 A L (JE3EMEE Extensions)

HE RE B Critical
authorityKeyldentifier O FALSE
keyldentifier O | EAGEEAEOAED SHA-1 Ny ¥ = ff
authorityCertIssuer O 3@5{?@ HERT D 3 i C\o\untryName iZ Printable.
LN LSMNE UTF-8 Ttk 4 %)
c=JP
0= Ministry of Health, Labour and Welfare
directoryName O ou= Director-General for Policy Planning and
Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | EfFEREZEDO L) 7K S
subejctKeylIdentifier O | ZOEHAFEOABFEED SHA-1 Ny ¥ =i FALSE
KeyUsage O DigitalSignature TRUE
DeciphermentOnly X
extendedKeyUsage X
privateKeyUsagePeriod X
certificatePolicies O TRUE
policyIldentifier O
certPolicyld O 1.2.392.100495.1.5.1.2.3.1
policyQualifiers O
cPSuri O | http!//www.nichiyaku.or.jp/hpki/
policyMapping X
subjectAltName X
issuerAltName X
subjectDirectoryAttributes ©
basicConstraints X
CA X
pathLenConstraints X
nameConstraints X
policyConstraints X
cRLDistributionPoints O FALSE
distributionPoint O
fullName O
‘I‘Q‘;flotli”geljesoum O | http//crl.pki.med.or.jp/repository/crl/crl-auth2.crl
subjectInfoAccess X
authorityInfoAccess A FALSE
KO, TO) HBE, TX] FHE LN L 2RT,
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7.1.10 REEREUIFOREME (hcRole)
(1) ¥7v=2 b7 427 b YJEMSLHE TO heRole @D

A CPS Tl&. HPKI-CP 27V, ISO 17090 THIE L 7= heRole JEMEA TRLICRT L S\
77 AN L THWSZ LIZT 5,

subjectDirectoryAttributes D attrType IZ 1% hcRole x #£ + OID
{ id-hcpki-at-healthcareactor } ##% &3 5,

attrValue (¥ HCActorData T, HCActor @ codedData Tl codeValueData (LM 7",
codeDataFreeText # H\ %,

A CPS Tl coding scheme reference @ OID & L T ISO coding scheme reference % V9",
HPKI-CP TE®» bil/e5k 7.8 D& %27 5 local coding scheme reference @ OID I3,
{ iso(1) member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } & A 5, B4 1L, £ 7.1.5 1R T X H 2K
shFestz W UTFS8string TR ET 5,

subject NEEDER A AT H5E 1%, HCActorData (&4 %5 D HCActor 7% &4 5 Z &8
T& 2,

ARILRIE, IMAE DEFERRAE K OEREREOERE OLEIINHALE T 5,

#7.1.5 HPKI &84 7 —7 /v (codeDataFreeText M &%

Gk (EFRER) Bl
‘Medical Doctor’ =]
‘Dentist’ A} = Al
‘Pharmacist’ FEFHIEm
‘Medical Technologist’ e R AR A HL il
‘Radiological Technologist’ IR R
‘Registered Nurse’ Hr&hil
‘Public Health Nurse’ P Aem
‘Midwife’ By pERm
‘Physical Therapist’ PR IE L
‘Occupational Therapist’ EZERE L
‘Orthoptist’ HLRE RN 1=
‘Speech Therapist’ SrEEE L
‘Dental Technician’ AR T
‘National Registered ‘Dietitian’ FHE L
‘Certified Social Worker’ ekt
‘Certified Care Worker’ Skt
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%)

(2)

‘Emergency Medical Technician’

Roakdn £

‘Psychiatric Social Worker’ Rt OR AR Ak L
‘Clinical Engineer’ B IR Tt

‘Massage and Finger Pressure

b MEE~ B — VERIERAD

Practitioner’

‘Acupuncturist’ 1LV Al
‘Moxibustion Practitioner’ @ DAl
‘Dental Hygienist’ e
‘Prosthetist and Orthotist’ E i
‘Artificial Limb Fitter’ ESEE ST
‘Clinical Laboratory Technician’ | fZEMALHLHif
‘Certified Public Psychologist’ AT BRAN
T (EREEOEIEMLE) |
‘Director of Hospital’ PR
‘Director of Clinic’ IR &
‘Supervisor of Pharmacy’ B BRI
‘Proprietor of Pharmacy’ TE SR B R

‘Director’

Z DO PRGE ERR R HLEERE O B PR

HPKI hcRole @717 7 A )L

A CPS Ti%. HPKI-CP 2\, ISO TS 17090 IZ7E 8 5417~ heRole J@1ED ASN.1 Fit % UL

ToXr7aer7ryr AT 5,

G DU — RE D% AL Space (x20) &7 %,

L5 Director5 J&TE % H 3 284 1% Subject 7 4 —/L K ® OrganizationName & OV
OrganizationUnitName [Z4478 C, OrganizationName (Zfr{H EEE AR 4 2 9558 i o —~
TR L. OrganizationUnitName (Z”Director” D L4 24499 5 o
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hcRole ATTRIBUTE : := {

WITH SYNTAX HCActorData
EQUALITY MATCHING RULE hcActorMatch

SUBSTRINGS MATCHING RULE hcActorSubstringsMatch

ID

id-hcpki-at-healthcareactor}

- Assignment of ocbject identifier values
- The following values are assigned in this Technical Specification:

id-hcpki OBJECT IDENTIFIER :: = {iso (1) standard (0) hcpki (17090)}
id~hcpki-at OBJECT IDENTIFIER :: = {id-hcpki 0 }
id-hcpki-at-healthcareactor OBJECT IDENTIFIER :: = {id-hcpki-at 1}
id-hcpki-cd OBJECT IDENTIFTIER :: = {id-hcpki 1}

- Following values are defined in Japanese HPKI CP:
id—jhpki OBJECT IDENTIFIER :: =
{iso (1) member-body (2)
Jp (392) mhlw(100495) jhpki (1)}
id—-jhpki-cdata OBJECT IDENTIFIER :: = { id-jhpki 6 1 1 }

- Definition of data types:
HCActorData :: = SET OF HCActor

HCActor :: = SEQUENCE ({

codedData [0] CodedData,

regionalHCActorData [1] SEQUENCE OF RegionalData OPTIONAL } —- Notel (Do not
use)

CodedData :: = SET {

codingSchemeReference [0] OBJECT IDENTIFIER,

- Contains the ISO coding scheme Reference

- or local coding scheme reference achieving ISO registration.

- Local coding scheme reference in Japanese HPKI is id-jhpki-cdata
(defined above)

- In this profile, use this OID: Note 2

- At least ONE of the following SHALL be present

codeDataValue [1] NumericString OPTIONAL, -- Note 3 (Do not use)

codeDataFreeText [2] DirectoryString } —-— Note 4

RegionalData :: = SEQUENCE { } -- Do not define in Japanese HPKI CP

Notel : HCActor O regionalHcActorData i, A CPS TiIfEH L 72w,
Note2 : HA® HPKI-CP CTE®7= local coding scheme reference ® OID %, idjhpkicdata {iso(1)

member-body(2) ip(392) mhlw(100495) jhpki(1) hcRole(6)
national-coding-scheme-reference(1) version(1) } &3%, Z® OID %, & 7.4 D&KL &S
T2,

Note3 : 4% CPS Tl CodedData @ codeDataValue IZfHV 720>,
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Note4 : A CPS TlX. codeDataFreeText & L T® DirecroryString (2133 7.4 \ZHE L7= ‘Medical
Doctor’ 7¢ K DHRFEXRFLOEML = H D, F7-. DirecroryString |Z UTF8String CT=> =
—RNL72bDZEMfES, v F I N—EF M) =<y F U7k,
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7.2

SFRRELHMUYR FOTOT 7 AL

RIBFERNIHITTH CRLOT 1 7 7 A )LOFFEMIX, £ 721080 95,

DN - Vil FEAGHIR CRL =¥ Y $L3RSH CRL $EIREEIK

SHA-1 %f)iis #1722 #17.2.3 #1724

B4 MGEAERD Y A b

SHA-1 %f)iis #1725 #17.2.6 #7.2.7
PREHEEHERS U 2 b

SHA-256 *J)i #1728 #17.2.9 # 17.2.10

B4 MGEAERD Y A b

SHA-256 xf)iis #7.2.11 #7.2.12 7 7.2.13

PR HREHE RS U A b

721 N— a3 &S

RFLEERNAIEITT 5D CRLIZ. X509CRL 74—~ v MNERDONR—T 3 0 21205 b0 &1

éo

7.2.2 CRL & CRL TV MY YieESEE
REEERNEITTA CRLO a7 7 A4 VELLFITRT,

# 7.2.2 SHA-1 xfIitE4 HREAERY A v a7 7 AL

74— K RIE B
Version O |Ver2 75,
Signature O | shalWithRSAEncryption
Lester o BT O E AT 6— . (?ountryName % Printable, %
LM UTF-8 Crtik %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O HPKI-01-HPKI_J- forNonRepudiation
ThisUpdata O | CRL#1THKf (UTCTime CTEET D)
NextUpdate O | thisUpdate + 96 I¢fi] (UTCTime TET 5, )
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
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RevocationDate O | KEhHKEETHT D,

CrlEntryExtensions O | $EokmEE (& 7.2.3) &
CrlExtensions O | IR (£ 7.24) S

# 7.2.3 SHA-1 fISEAMEHERDY A 0T a7 7 AL
(CRL = U Jz5E5H crlEntryExtensions)

74 —IVFK RE B Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

# 7.2.4 SHA-1 QB HGEAERZY X FOT 07 7 A )L
(CRL JL5E#EIK crlExtensions)
T4 —IVF BRE B Critical
AuthorityKeyldentifier O FALSE
keyldentifier O | RERIEHEO AR SHA-1 Ny ¥ =2 fd
BHETORMEMAT 5, (CountryName [%
authorityCertIssuer O ) o
Printable, L4 UTF-8 Citik 7 5)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | #AERREEOFEAE S Y 7LV E 5
IssuerAltName X
CRLNumber O 128bit LL T DIEDOFEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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#17.2.5 SHA-1 %GSeBGEHFEHERZNY A o7 a7 741

74 —VR RE Bk
Version O |Ver2 75,
Signature O | shalWithRSAEncryption
Lester o WO BAE T %fi » (CountryName (% Printable, %
AWLSME UTF-8 TRtk 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Regulated Healthcare Professional Union CA
CommonName O HPKI-01-HPKI_J-forAuthentication-forIndividual
ThisUpdata O | CRL#1THIK; (UTCTime CTERET 5,)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
RevocationDate O | RHBEFFZLET D,
CrlEntryExtensions O | yroksEll (3% 7.2.6) 2
CrlExtensions O | JroEmEE (X 7.2.7) 2]

# 7.2.6 SHA-1 ¥fItaab HAEAERZNY A b a7 7 A )b

(CRL = kU §53EH crlEntryExtensions)

TA—IVEF RIE B! Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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#17.2.7 SHA-1 %GR EHFEHERZNY A o7 7740
(CRL yEaERE L crlExtensions)

T A4—=NEF RIE B Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REERRENFEOARSEEO SHA-1 Ny ¥ =2 ff
suthorityCertIssuer o THFORERT 5, (CountryIA\IarTle X
Printable, Z#LIFME UTF-8 Titik 4 %)
c=JP
o= Ministry of Health, Labour and
directoryName Welfare
ou= Health Policy Bureau
ou= MHLW HPKI Root CA
authorityCertSerial O | REERAEAFEOFENE Y Y T LE S
IssuerAltName X
CRLNumber O | 128bit LA F D IEDFEESK
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X

# 7.2.8 SHA-256 3t B4 HAEAERZN U A b7 a7 74 v

74— K RIE B
Version O |Ver2 75,
Signature O | sha256WithRSAEncryption
Lester o WHF O B 54 » (CountryName /% Printable, %
NLISHE UTF-8 Triik 4 %)

CountryName O |JP

OrganizationName O | Japan Medical Association

OrganizationUnitName O Division of HPKI Registration

CommonName O HPKI-01-HPKI_JV2- forNonRepudiation
ThisUpdata O | CRL#1THKf (UTCTime CTEET D)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TERET 5,)
RevokedCertificates O
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UserCertificate O | RELT-FEHED serialNumber % F#k,

RevocationDate O | ROHEZLHET D,

CrlEntryExtensions O | #ogwEs (% 7.2.9) &M
CrlExtensions O | JRoEfEE (% 7.2.10) 2

#17.2.9 SHA-256 B4 HGEHERD ) X FO T m 7 7 A L
(CRL = I U L3 7H crlEntryExtensions)

TZA4—IVFK HIE FiEA Critical
ReasonCode @) FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X

# 7.2.10 SHA-256 %HiGEA HAEERZ ) A o7 w7 7 40
(CRL ¥:5EfEI crlExtensions)
74—V E BE PR Critical
AuthorityKeyldentifier O FALSE
keyldentifier O | REEFREHFO AR SHA-1 Ny ¥ =2l
_ FHFOMERT 5,  (CountryName I3

authorityCertlssuer O o
Printable., LIS UTF-8 CTitib %)
c=JP
o= Ministry of Health, Labour and

) Welfare

directoryName ou= Director-General for Policy Planning

and Evaluation

ou= MHLW HPKI Root CA V2

authorityCertSerial O | RILHAEAFOIEAEFE LY T LES

IssuerAltName X
CRLNumber O 128bit LL T O IEDOEEE
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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3 7.2.11 SHA-256 xSt HREAE R A ho 7 a7 7 A v

74 —VR RE Bk
Version O |Ver2 75,
Signature O | sha256WithRSAEncryption
Lester o WO BAE T %fi » (CountryName (% Printable, %
AWLSME UTF-8 TRtk 3 %)
CountryName O |JP
OrganizationName O | Japan Medical Association
OrganizationUnitName O Division of HPKI Registration
CommonName O HPKI-01-HPKI_JV2-forAuthentication-forIndividual
ThisUpdata O | CRL#1THIK; (UTCTime CTERET 5,)
NextUpdate O | thisUpdate + 96 F¢fi] (UTCTime TRET 5.)
RevokedCertificates O
UserCertificate O | KELT-FEHED serialNumber % 7k,
RevocationDate O | RHBEFFZLET D,
CrlEntryExtensions O | Lok (& 7.2.12) 2
CrlExtensions O | JroEEE (% 7.2.13) &2

# 7.2.12 SHA-256 *ISFBAEMGEHERZ Y A b7 a7 7 A 1
(CRL = kU §53EE crlEntryExtensions)

TA—IVEF RIE B! Critical
ReasonCode O FALSE
HoldInstructionCode X
InvalidityDate X
Certificatelssure X
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3% 7.2.13 SHA-256 *tSidsE HREERZN Y A ho7Fa 7 7 A4 v
(CRL yEaERE L crlExtensions)

A4 —IVEF RE A Critical
AuthorityKeyldentifier @) FALSE
keyldentifier O | REERRENFEOARSEEO SHA-1 Ny ¥ =2 ff
i W FORMEHT S,  (CountryName I3
authorityCertIssuer O ) o
Printable, Z#.L4M 3 UTF-8 Tilik 4 %)
c=JP
o= Ministry of Health, Labour and
) Welfare
directoryName ou= Director-General for Policy Planning
and Evaluation
ou= MHLW HPKI Root CA V2
authorityCertSerial O | REERAENFEOGENE Y Y T LE S
IssuerAltName X
CRLNumber O | 128bit LA F D IEDEEEL
DeltaCRLIndicator X
IssueingDistributionPoint X
FreshesCRL X
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7.3 OCSP 7Aa77A4 L
731 N—C30FBE
HIE L7,

7.3.2 OCSP ¥isE a1,
HIE L72u,
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8. HEHMEEE L ZDMDETE

8.1

8.2

8.3

8.4

8.5

8.6

EEAE

AFERERE, HPKI-CP ~OHEUIER A 2 [ A 5B N iRiE T 5 TREERE AL B IC 1T 5
ABAGEAMERAER OB & EE BT o HME ) (SR LE/T S, BL. BE, EE. &
72 &, RERER OIS KB R LR RN D > BB ITE HICEE 2 EM T 5, £72, ik 14
JE D bR TR 2 i 5,

BEBEEDET - B
BEARZIC T, VAT AER, PKI LNV AT AtXa )T 2 1B AL Hesrfb bt
HEMEMEND,

EEACHETAORR
B AL, AR MEWEREA 2 2T 7200, AGRRER O A A BRI LA O B A s R 20
OSBRI U, AFRAER & ORI FIEBIR & Fi7- e B L5

EET—Y
MERLERE B OB A H (X, HPKI-CP, A CPS K UMHFHHIL EEICHEHL L T\ D Z & 2 Huli
Bt & i 5,

EEERBEANDOXG
KRR RALHRES DR O b & BB 0 B IR 2 s R 2 T 5,

EEBEROBEA

AFBAERIE, RERAEOEHEMEICEE T D ERR KA A SN G 2RE . BARRZ AR
L7220, GEE OEHNEIC 8T 5 ER AR KA A S NG A 1T OINAE RGEE & U HPKT 38
AR ZESHRICEBIZEMT 2 b0 L 95, (AL, ARRRERIE, AFRIER OREA A SUTTERIR
LIS S BITRESR O T TIEPATRBIIC K LEEER R Z AR T b H D,
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9. TDMDEXRLEEZFLDEIE

9.1 ¥&
ABFEHCB D B RN RAET AL, A CPS TILEDT. Bk, BI85 0B % 1B
+5,

9.1.1 FIFAZDRITXIIEHH
HIE L72u,

9.1.2 FIHEADT7 YV ER¥E
HIE L2,

9.1.3 EMRXIIRT—E RBEHRADT7 I XA¥E
HIE L72u,

9.14 FDDY—ERIZxT EHE
HIE L72u,

9.1.5 LR LIES
HE L7,

9.2 BB LDERE
9.2.1 RIZD & A
HE L7,

9.22 ZDtDEE
HE L7,

923 IVFRIVT 4 T4I12x9 2RERITREE

BUE L7awy,

0.3 EXEHROMERE
9.3.1 #EIEMDEEFH
SRR MR T A IIAF OB HIE. AFHE, CRL. KRN ED S CPS o—#iL LTH
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R ARINTC b D ERE, WERFSRE L THRbN D, ARFERIL, EOEDIZL D56
K OIMAFENS K % FROAE LG E6 2BV T 26 OFRAZSMBIZBZR L7,

AFERERIE, 2 DEFhe & . GHEFRES . ITBFRE H 5 WITIERETER SN L L OO
FHe S (SR L TT RS 24 DA L OB U, s ARG L LTRbh 51
WMEBITRTHZLENTE D,

ETMBOEIFICEE L TY A 23 571, Kbt &R K O OO FMZEIC
L TH, KRFERIIWMERFGRE L THRONLLEREFRT 52 LN TE D,

A RERAEDORARIL, € OMAFIZ L > THERFTNSHERTH S, BRERTIE, W
BROGETHLINDLDOHEA~DT 7 AFERZRAL Thiuy,

9.3.2 HEFEWMNEESN DIFER
ROMEHRITEE R E L THRDR,
BFREHFEICE EN TV D IFH
CRLIZEEN TV D IEH
AFERER LS DT D B IRFFOHIIREE LIS AK & 72 > T2 1B
BARICBI L TIMMAEIZ L » TERRE STV 5 1EH

9.3.3 WEFERERESLEML
AFRRERIE, A CPS 19.3.1 #E FR O | THE SN -EEFRERET2H]ELA D,
BL. AR 51FHE . OEDIC L D56 K OIIAEIT L 5 FRIOKH 21572
GEICHTRT 228D 5, TOBE, TOEMREM 121K S 5 WITTEN 226K LY
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